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Abstract

This paper, grounded in the principle of human-centered information systems, redefines organizational cyber
harm as a multidimensional phenomenon embedded in interdependent socio-technical structures across infrastructure,
business processes, and human-cultural dynamics. Traditional cybersecurity has emphasized technical controls based
on the CIA triad; however, recent incidents reveal cascading harm that extend beyond technical disruption to
psychological, relational, economic, and societal domains. . Through a critical synthesis of prior research and an
analysis of Japanese cases, this paper identifies the propagation structure of cyber harm, the crisis process through
which organizations experience it, and its core internal dimensions: cognitive, relational, and emotional.  On this
basis, the paper argues that technology-centered defense models are insufficient on their own and that a shift toward
human-centered cyber resilience is necessary, with greater emphasis on human judgment, behavior, trust, and
recovery. It then proposes design principles and implementation strategies aligned with the three layers of
infrastructure, business processes, and human-cultural dynamics and discusses their implications for organizational
practice and public policy.
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D7D, ERHE, BEER, BAGRGE, S, [BIE ) ORBE~SESEICIERT 5 2 & &R
THEATHD., 22T, 2. 18 TR BIEHEE L, 2. 28T UGB ENER D &V, HEk
BB A /= B DL JEME N BARRYIZFERE T & B [1][8][16].

3.2. FRINVKEXREHADY A N\—KE

T A7 MRRRSHIE, 20254510 A 19 H, AMENSDORET 7 ALY TP L0 = TITEYEL,
T—EANR R T 5 & LI, BEERS IO RS EERSINS A~ Lo 2 RAE LT
[22]. RIFEOFHAERERIC KL, WEFITFEAEHRZ G L CTRIEFIH L, BISN0IC2% EERGE A
SN TR T EBRFLTEHRET Dy FERADE LT, Fy b T —27 NEBIZIRA LT2[23].
B, WEZEIIEH OV ——~BE L, MEIPER Y 7 N2 8 L= 9 2 THERZIER L, B
FOT oY L0272 NTT =25 b e Ny 77 v THIBREIT 722 LB LN STV 5[23].

ZOHFEFUZBW TR OE, FEICHBE SN AT A~OIRLFN, #EOBRIER %
MESEZETHD. TAZIVE, Wit X —OHBAERECE v 7V AT LGy A
TLDEIRIC L 5T, MG A amE LT 2 ERREELZIT2[23]. 2O LiX, BEA N—20
HARDERT 7 B AREICEEELT, TP TRer) MEzHEATELN EWHEEZOLOD
MR L LTCEN - E2ERT 5. Sble, AEMSETE, FEHMTY—v X, MARTY—E X,
51, %E - fLBEZEAETeE 73 )7 9700 tEOERPEEL T - L STV [23], BRI A—2Y
JRFFIC A TEZ ISy In 5.

F7o, ZOFEFNE, SHEHEMKT EREBRROMELZT~T 9 A THLEETH L. HEAILT—DDE
BET AT EPBIGE S TWDEN, ZORBITAMNHRO T AT MEILIZE EFE 5T, Wlitkiear
DI & D T CHEEKGERE /) 2 072 - 72[22][23]. AT, [AHIIBER %, QG 2T L5y
B, SRREEHMOY By N, BEET U U NAOLELERGEEA, BRSO &% BRI I E
L, 11 i3 el e E 2 T o ST Z FFBA L72[22]. =612, HRMIEERE LT, &7
DR~ D L EFRFHAEOMUE, EEFMERO BHEIEH, 24 K] 365 H OBEGUASR], ZEAIREIE
#l, ZoHV LU =2TEEE LAY 7T v TEREORE IR STV 5H[23].

ZOEHIT, TAZNVERT, ML BB ASOREDS ®OVRRKIZI T, FEREREH OGS E H 2
WD K E IR E A~ FE OO MER L TWD. RS, Ny 7 7 v 7HIBRSCEMIE IHOREL,
P A NR—FEPEREOREETILR L, AR L ENOMEE L THEREINLIRETH D Z L 21
(2 LTV A[8][16][23].

81
JISSJ Vol.22, No.1



MY AT LEEGE Vol.22, No.1

3.3. /MFE

PLED ZHHIE, MBRAY A S—— A0, HIFRFENOME D, MR oMReE Ik, FIFEBLR
FH L OBREA, FHH, FERROES b~ SEET S L2 BERMIOR LTV D, T e 2 L—
THR—NT 4 T AFETIE, =i - AT - BRSO I & KBS\ NG T RetEds, S E
£ L BN OB A BT R b S 2[20][21]. ZAUSK LT 2 7 VERETIL, FRFEEH O FIS B 011R A
ZIFL, RECHBEINZDRISEOIEIEE Ny 7Ty THIBRIZE T, [HHEREEMES—EEEE 1 e
- 72[22][23].

WEFNCILET 2O, BESENMEIRICEA T, 8m, B, &g, RN, WA, kL W
ST OEIRA~IE L TWAETHD. ZDOZ Lid, FAN—FRE2ERDEREEREL LTTIX
<, kO, EE, BENEZRLIBTZRICGEKR S L THEET 2 LEHELE ST TWD
[1I[2][12][13][16]. L7=A3> T, Ir—ARZT 4 OREhE, A E TIOR LIz BRRaMs A0y, FERS O MR
FRICK L THO AN EAT LI L2 TRTHOTHD.

4. ANBElRDDHAN—LPYIVRADNGTFEA LT FORBEMK

AREETIL, BIE TR LTEMERA Y A R—— L OEE ST 2 2, HERDOEMT LI A R—F %
2 VT 4 ORRERF L, ABTFLYA R—=L V) 2 A~ OLERZGH LS. FFle, A
BT, MY A R— =B T T, EVRRA T AE, AR - SUbE~E LIRS
RIZEH L, ZRERICkS 2 BREmAxHs rTREtE 2 8B4 %

4.1. EFRAIIEH

AETIX, 7, REHERNT 70 —F DR TIEY A == A~DOXIEDEEIC AT TH D0

L, MNTEBHEEIZH > CTABTLT 7 a —F OB 2842 . Anderson D3R L72HA /R
—FE o R P DRSS RS E R B L, YA S AT B EHTREE I3 <, SRRSO
HARFRE G Ot CHEHAICHER T DGRBS L L CH SN D & TH H[24]. £72, Cains HA/RT
£, YA R—x a2V T BLOY A N—EOfERix, £t - fifk - AROTTE) - HIEEBRBE &2 R4
DFBEIRTH YD, B OFATHEHI 72T Tl 2 T E 720 6].

ZDOEWRT, A NR—FRIIROLE A E IS LA, /¥R, BE, BBk, 2o
FRAEZEDEHELTRICHEEREZRITT. LEBn-oT, A 83—k %2 U T ¢ 30RO &
LTCTIERL, N—LDEHFEZMH L, OB EZHERFL, AORIEZ XX kit LTHERIN
DEEN B H[16][25][26][27].

AKETIL, AN —LELTO=J@MEL L CTERET 5.

R 1V A N—— LD EHIE

J& & PR ERNE

FHIE | A7 T VAT LEE, T-2HK, e XEIE

F2fE | B AT uw AE | EH W, MGEELL, MERHEK

55 3 | A - U EHAE, OHEAN, HERNELY, MU OBRE

ZOZBREEIZRWT, B EIEEINAEEORE, 2 BITHBNEE O~ DR, 38X
1548, &g, Uk, #HIEREAEME~DOEELZRT. L0 bIE 3 BOAR - SUEBICBITF 5 — A0,
EWIM 7B O RBE L2 T HEEETH Y, TEROEMH LOMSHA TIE+H2icbi T2 en
> 7o i8I T A [7][11][15].

CIA JFHIZH 0 & T HEHET UL, REOTICEEBRIMLIZIZAZN TH 55, ~N—LRBEELL
TARITDNTIRI L, B L, ST 570 & W9 BRI U TIIERIIIC A+ Th H[8][25]. e LA
VB2 DX, WEOFET T, WERICE ZE THEEZHERI L, CoX o ICBHR & ke %
FIETCELDDNCERTHHANRN—L T U = ZA~DOBITTh H[16][25].

Ho &b, HINB#EOEEZNABEREZGET XTIV, Bu h7 2 &, ZEGHE, FE5EiEt,
Bt @ A7 SRR E LTARAIRTH D8], LanL, AENMBIZT 201%, 26 OFMMETIIZA
<, ZOWAFKEDORATHS. THe I —TR—IT 4 VT AERBIONT A7 VERENRT LD
2, REOHRMLE UIADICEFLIZE ThH-TH, HWHREE, FEEOFEOE, SHEML~DET], M
RS D b o Toon— ATHELT LT 72[20][21][22][23]. 2 OEKT, AMSLT P o —F 1B
BB DR TIE 7 <, FAVTITM 2 2V R IC D/ ~N— IS 2 72 8 DAl 52 73D WA BES R 1Y 22 Fii
e L THESIT b D.
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4.2. ZEEEITHE U= BRExt S

41 TRLEZEEEICRS 4L, ABTLT 7o —F 1356 L TRA 2 2 e L4
L. UTFTHE, #1lEoqr77KE, H2aovyx27atwx)E, 53 EOANE - UBEIZAIL T,
T OHR AR AT 5

B2, H1EOA 7 TR LT, SEIRMBEOBILIMKIRE L TRAIRTHD. 72720, A
LT 7 e —F BN 2R, A7 7 0EEEZHER5EIEE LTTIERLS, ZO%OHW &17
BORMEELATHEBBE L L THZD28CHD. T7obb, BEEARADIL, VAT ARELRDILZE
I, A MEZHYREL, Pl CRABICEITINEMBECTELLOICT52LTHD. ZOEKT,
BB D AR OE & X, HIRITREARICIN A T, RIS Lot WAk, ERIENL S, 1R
BFNE~OBITAIREME 25255 2 & 12 H H[8][16][25].

B, FE2ROE TR AT a AEITH LT, RBERIN—AASOXSS T LD, 2 2 CRiE
LR DO, HIERFLIEO A & B EPEME Ch A [1][9]. ZAUIKHT D ERRAMRBHLE LTH 172D 3,
BEIFEC AT A TS, BBIRES AT AL, RERMTE > TWDHD ] AN THRAT 5 0
it 2R L, EEME A N0 E B LR BRIk L U CHBHE ) ZHFr+ 2 TH 5
[28][29]. Z DBLEMNBAHIUE, VA N—FHEEHIMLE LD, T—F BRI TH, FENRERHIW 2 2
B0, EOHEMNMEMTETE 20N DNDIREEZ RSO L TH D, 2 2TV ) EAGE & 1%, B
O E « TR « MRS TR, PRk A M AR Le R DR L U CTITENEE /) 2 #ERF T 50k BE
EEWT L. LEERnoT, AEFLOXISEE, HEITEEOb MR L, ey z@me <, ¥
— A NKRITTHHBCX D6k 2%ETo2Licdh b,

B0, 5 3 o AR SIS LT, BRI AN— A8 L OUIE R N — D~ SN R L 7 D
BAMRI N — A DOMEIE, BEOMEL, HEPFEEREUHELEZ RS hoTc bW ORHETH D
[12][13][15]. Z OfEkkTiE, Ak ERBGERIA )28 HLA 52 5. Greenberg 1%, fHAKIZI T HAEDHN
HREEBDOZR, W, BHEA2LELAT 5 & U[30], Colquitt IXECHIAIE, FHAIAIE, *F ARAILE,
FEHAVAIE & 9 ZRTTHHIHE 2427~k L72[31]. & 512, Colquitt D A X 43H11E, AR SMEHE,
BRERE, MM RATE L LSRN TND Z E AR LTWAH[32]. ZOHMALLTIUE, AL
KIS EX, 2T TA T AFLOKHI OB ETELT 2O TR, EHAME, AEE, —B8M, SHE
%18 U CLEMRNEZHERF T2 2L Th b,

F7o, FHIRETIEEN NN— L2 L DA E~ORS L EETHDH. MELRDHDIE, HA ML AR
BElz I DR, BB, EOEHTHH[T[14][19]. ZZ CTHEM L RDDIE, LYY AT
DR ToH 5. Hollnagel 1%, 7EkD NRMAEJ ST | ZREHEND, ZOR THEZMER LEILT 5
BN A BT HE T~z 42 L7-[25]. Woods &, [HI{E/1Z B2 5 RIEMEIRTIZZRL, A
DOEEVICKH U THEEZILIEL 9 D8 & LTIRATWA[16]. ZHAUZHE ST, A Loxbn &1,
ATV MRS T — A ~OL BRI, IEART O AL, EEROXEEN 2 2= —va &
AL, BIEMGRSEBEN BT 22 THS.

PED X 51T, 18 TIIEERE N COITE e 2 HERF T 2585, &2 B CIXls| iy A7 A
& BORARRIC X o THIWHE (L A2 [k 2 8%EE, 53 B CIXAEME, EE, DEMZEEE XX 553G
MRDOEND. LizBoT, AHFLYAN—L DY R e, ZBEEOKBIZRR D THA
L7 D, A N—n— A O 2 Pl T 5 A IS Th 5.

4.3 NSHFAL LT FORE : BB, S ABFDLLOUITVRAA

AT TR L7 s 2 L oBERmORTIGE B E 2D &, RT XA LV T OB, HINBEE S E
T 52 L TiERLS, ENE AHOHW, FiE, 78, FEE XA ORF~EHOALZ LIZHD.

ANEFLOH A N—X 2 VT f BERTHT A N—— L% ED LD IKEMT 5028 T 57
WITIE, H2EN AT AROERB AR TH 5.t 27 L5miE, Bz TN 7ekex .
Botft) DHEERGETDHAMN T AT AL LTIRZ, ZOMEMEROBKFHZ X » TEROISEES 2 HI1E
TEXHZEZRLTVA[IL26]. ZOHRMSEILTIE, A RXR—FR~OSIE, ERGEORETH S
72T, il B, 1TE), FE, BEZESUHEBEGIOMETH 5.

ZOMFRAITBNT, AL A RN—L T R L, N AORERITKHILT 57200 TR, &
BRI B W TR OESE AW YIS Z L 2 B E 35, TOHREE L D00, HE D7D ORFFHIIRE,
WMEDOTDOLELZEME, SHOTOOHENESH, T L THEOCTLDDFHENTHD
[16][25][30][31]. Wz UL, VA NN—tXa U T 11F, BELMHFLEI SN L7ZT TS
NoOTIERL, BREBICEZETENLT, P2 TREN, EIEFTERDINTI - THIHMES D
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MR TWDEDOTHD.
B 2UNRGHEAL LT FOEK

BLR BER D BATHIB AFFLYAN=VL T YR
HAY RIERA - RIEBIEORIE #Lfk OfkieE & [AI1E ORElR
NG R X ags ik REBIAY 72 DA T - (118 & pE
ERHEFRAR | IR, 5 kR, RAAS | HWEIE, (SERE, ZEREORE L
FREATIG BATHIMETE FH, BREE, SUERES
HARDEA | AT Ll Ho ARV

5. #HEMY A N—N\—LADARBBPDEERE . BEHIRR & RERRK

AETIE, BIEE TR LMY A = —AD SR ITREER LA R LA A—1 V) =
ADMENEEFEE 2, ENEMEEA~FEET 5720 OGRS X OEAREK 2 80RT 5. 22 TrRTW
WNIL, W 2HANAFESIOBINCIEZR <, AMOHE, 8, LEOEITE, FERE % & Tt
VAT AR EHRET DO RN L LT ESIT B,

5.1. EXEtREAlI: =DM AE
ALY Fa—FOFEFANE, &2 = TH0 L o0 R g ERERKICH S LT, BLFD =4
WZERNIND.

R 3 AR FLEREHAI & R §E fEk
et IEAl DI RAY LR AR
Il 2 D720 | FREIRY N— D | S BORGR, keI, iR RE I OMER
EHAES 2V | BRI N—L | ANIENE, BN, S, OERZRROMER
ANZES R | EE A — L [ DHEZ e, AR, S L EIE

INHOFEANT, F2Em TR LGS, HIETEA L —BREEICHSL TS, Thbb,
CEIr A D20 13 FEE LTA v 7 B O Y227 0t 2@ I2B T 23R BREOImH %2, [E
FABESW ] IR TR @6 AR - U~ 2 BEREEONS 2, Az
W AR - SUEBICRB T 2 IERRIEOMEI 2 B & +5. Z 2 TEEARDIL, ORI
72 2 BAERE Cld e <, A = — A DGIEEE IR DR SE & LTSI B LD Al
Thb.

5.2. HiRRpVERHL: Bfrhihh o ABSiD - BEN7 TO—FA~

Z OFRRSHIERHIE, R 1 OZE#EED Y D, FB1EOEEEZE 2B - F3@ LIRS RN DD
REHIE L L CTHfRSNDHRETHh D.

MURAY A 3= "= AASOFIEIY, FEROBHTTLT 7 0 —F b, AR A 22~
Wi VB LT 5. ZOERMT, iRy —VEATIEARL, AHO&E L THEsrE 25 TRHEER -
MIEERE] ~FHEFRT DI &2 EWT H[11][25][26][33].

R AghthL7 7o —F L AFTL - AT 70 —F O

BLR gL (RER) AL - AR (BHRER)
foadit BESBOE, BN, B CAY | 178, {58, Uk, [IE, #iA
NG 5, A EEA REENRIBGIE EIR, B PE, RIHEE PE
EHEE | fEL, fFiksIME FRE R IME, MEperErEdr, (FHEmlIE
L5 PG TR - SR - GEIGHY
PRA DRI | BpHEE L BATHREE + AR - BAERAY - SUERVTEER

ZOT7a—Fx, FEiNEOBEEREREZTH DL ), FOYEEEKANCHIET D DL AN
DY, e, EHE, FETHD LV I RHRICSION[25][33]. LRS- T, O oM T &
NEZREXTHDIN, ThrazHENMeT5LEE LTABTLERINDARAIRTHD.
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5.3. /N\— LGB DB ET S

A N— =N, TER AT D DHEERE~, S SITHEEMEEA~ & EEMICIR T 5[13]. L
oo T, REIEO BRE, N—LRBAERIHEREZTIEODZ 2T TIERL, Z2OBEHFESITTA
L CEEZEW 252 L18hD.

B, FIIRAERRE T, /EEE [RIOBR] i TREROBMER] & LTESITS
MENRHDH. Bada & Sasse T XK OIZ, HARDIEBEEPLOMBRIIITHEFICHERN>XI12<L, BE
EITR S U= HfR rJRE CEITATREARGRGI AL E TH H[33]. 2 2 CliE, REXHORE LT X, #
Hte OWNDAENE, FHEBEHR DT S D ANEEIT /R D.

AT, PIEEHOMEWT T, ERIE & LR A A R VRE S W BREN TH H. LEINE
EMEORV VLR T, BB L TESRIA Z 6] U, PIWHELE 2 E 2 Ik S 5[7][19]. ZHUTstL,
INIECIFEIR MG BRI, WIBIOH S LB 0E 2 &, #ERITEIZE T 5[30]31][32].

=1, AMEEBH O T, Bl OREREFRILADB AR TH S, IR W Z OB Ot
X, FAVERD TS « R - B~ OBEER(ES L R D[12][13][34]. Z D72, IAFHITIER Y A
JRIED—ITH DT TR, ™= KR ZB EIEITA L L TVESIT ORI RETHD.

54. BELRITOEFERK

KEITIE, ZEEEBL O SORFFEANCEI LT, FEL-LToBKEBKEZRT. T/hbb, §
1 & - 5 2 @ CIpIWre 1k 2 [mkE3 2885, 52 /8 - 5 3 @ CIIEIHER 2 X 2 2%Et, 3 3 BTl
i R B 2 IR 3 DR E D R & 72 B

RHNHYN—LA~OXG & LT, o AR IR EE CTH L. BERIICIE, 7— % REEE W
ZRIFEE LIZEE, T8 o A0EMER, BERMoBR b, HEZRTEEOMSE: Zicky,
Wi 1k oD [E13E & i EERO R OMERF 2 X 5 [28][29]. Z AVITHLZR 2 FIEEI K TI1d /8 <, FERFFEME AR
FEVAT MMIEFLR2NE IR THZETHD.

BAMRAY N— L ~DXfIGR & LT, HIEREEHOFBEENLETH L. UL, FEEEL 2l b,
FEAYED @B ORTNEL, AR e E AL, HEECBERE ~DBREH DN N E £ 5
[12][13][15][30][31][32]. #HMEK EFEOBLEN L AIUL, FERN/AFITH-TYH, THREDHNANETHD
Lo 2 &, BHOBIELMZ 5 9 A TEETH 5H([30][31][32].

AR N— L ~DOF e e LT, DEML VY o AOMENRLETH S, BARICE, 1T
R X T— B ~OLBR SR, NEEPCE B OB 5, RRFXISH% OAMTHE, TTEEL LV biE
UGB 2 Y TR 0 IR Y OFIEEALAK D LD [T[14][19][25]. A HIREBIIME A 055 & Tlixzze <,
AR EOERTLH D EVIORIHRBEETH .

55. #iEXIEELTOL DY T O REE

LY =y Mok, [EEEH) SRS e s, DB e & LR EE) 1285 < b
BITTHMERSHD. ZOBITE L2 58HL LTL, HICRERBOFRMEY., 5 ICIELEIH
ERRBE DA, B IR BATEN~OHERTRIL, I HEEBICHOAENTMRRAENET 6D
[11][19][30][31][32][33]. Z Z TW 9 3 b & Iyl Cid/e <, #ENZRETE, koI
Wb, KO DAIZFZESNERET 2 BRNERORKTHS.

5.6. Al (AI508E) & ABDOWBEIC & SB5HR1E

IHEIZBWT, AL I AMORBIM&EEICE EE 59, B, AT, BRI, <
BTG T 2 TR L U CEMARMICA - TVWA[35][36]. IBM OMEIL, Al ZJAFIZHEA LT
WHHARRTIE, REOFEE & B UiAD Ol b0 AN A H D 2 & %77 LTV 5[35]. Ponemon
OFAES, Al BEEFRE, AREMER E, RIOOEBBOBAICANTHL 77, EHAAX VAR, 2
Wil OWEE, 77 AN —EFEONMENRETH D Z L EZR L TUVDH[36].

L7eRoT, Al OENITH R 52056 Tid/e <, AROREANZ >0, BEERERE &AM
HxEFE L TESITANENH D, 72720, NIST @ Al J A7 EHPSHANRT L 912, AL IZIEH
1R, DUEARTREME, etk BUNE, TT A RNv—, NEMEE ST EEEEAENREO[37]. Lo T, AL L
N O, TAI 234 L, AM2NERET 5 MXITIEe<, TAI2ZHEh L, AMPHHELEZA D)
FER & U CRRE SN T id7e B 70,
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5.7. BUK - EBRADIRE: MIEWEREETIL

DUV R T BT 7, A MR L7 SRR A RIS S S 5 700, AR
DU RHBRYIIIEAET VT DH. 2 TORTHEEMIL, UEEEZObOLZFMM TR TESEL 2 L
EEHRTHHO TR, AMROY A /3= 1 ) = Ot BT 120 O MBI B 2w
L7=bOThD. BB BARMNAR LOWIRIE, SRR, B/, Y3V 7 ¢ REREIE U TR
BINDLRETHY, AEFMIZOEFHMA SN EETIECIEARL, FERR L EEm R E 2
T AR R & LTI 5.

£ S AEPLT e —FEECATTEEAY 7 = —X
BepE TF—H A E R
1 BERE | JEMEREEE - R G | B EIC LD HEES, IELETRIHRE T O
02 BRBE | BRAE - ATENVAER | SRR, WEITENOFE, B CoXES
53 B | EER S BE, QT ¢ — Ry 7, e SEEA
04 BB | B - UGB %ﬁ%@ EFAE, FEL— T OHIEAL

AR & U ClE, WS, AIEhRR IR, EIH £ oI, e B oL e, SN
BHOBGENE & — B P72 3B 2 BB [35][36][37]. EE DL, KRB O A E T2 DO TERL, TE
NIETRLKASE, ERETRFEICIEZ, ENETFE~ERCE 0 23HliEcE D52 L Th D,

bold, INHO TENET] T HOHE-FECHEIND LOTIE AL, ¥, MR,
SMEEORE S, EBEILFRER SIS U TR SNIVNERD D, =L 21X, YIERAEER, 1)
[T 7A LA & CORER, EIR% O¥EBESR, WEERIGTE TR, FEEEICET LEEE - BERE
RPN, REMRBEMIEEL 20 55, A%I%, 29 U182 AN X ORI i L,
YA N—n— AOFHliEE & LCEZETHAMETE 202 KIS T 2 L ERH 5.

6. SIS

AFEIE, MRV A S—— LB B2 D EANREE & LT Tide <, @B - Bk - EE O = aER
%EﬁkLT%%W%KE%%K%&?%%%%%E%ELfﬁﬁﬁﬁé:k%ﬁﬁtjgmmm%@

SYFERRLZA[1], Caplan DfEREPRZA[17][18], L ¥ U = X T24[16][25], HIEEAIEEG)  FER[15], MRkEE
wammwz FEOMFHIINZ, 7H e TNV —TR—NVT 4 VT AERB LT AV )VERO T4 1#
UTC, EINMPBEOARTIEEROYAN—FEZOERREICHSIIELENRZWVWI 2R LE
[20][21][22][23].

YA NR—n— N, FERAT LOEENLIGEY, EHOEILE, FHEOFED X, @%%E% sl
HOPEHE, SRR L B D E ALK T 5. 2O KBREZNHE57-012i1%, ARz (T
%ﬁjfﬁ&<FﬁkmwﬁgﬁjkLT&EdHéA%¢b77D—%m@%@ﬁxﬂkfké
[11][16][19][25][33]. ZDERICEER DX, FEMPIHEAZRE TS5 2 & T, ZhzaaibL, flise
L, [EIE~BEiT 2Rk G oM 2 FIREZ 88 T2 2 L Th 5.

Lt OB E LT, AROSTER LIz AR OL OGRS X OSSO 2h ik 4, 3E8E, HAS,
UV F D B2 DRI B W CTEIENICHRAET 2 Z E R o b, £, Al OIFRAMNETe 72T,
BERSEECE RO L L, R, SARENE, 79 A4 N —(R#E PO L ) ICW S50 EE
7RER AT d H[35][361[37]. BURWIELE N HIL, BIFRIRA~OEE L RIEOEALT, NWEAR, Mk
b, DFERSCEE, XMREFHETA~OEEZHIEL L T LERS S.

N FRECIR 2 To A N— LT Y = A%, B2 B P EERRS Cld 2. 2k, 7 o2 uiRicks
WA T, O, BHEEZHER LD OHE LFT 5720 0B TH 5. MRk A =
— DT DA RINE N, Hif o EELE T s, AR, b, #IE, HifE e 5%
BIEDOR N THID THRANLT HAHDOTHD.

ﬁ%i i & L CHERIIR S & FHNZEED S BERIMFT AT 72 b D TH Y, & LIziHiifeiRE s &

SEERIE DA NMEIC SOV TIE, 5B OFEFEIC L DRIEDLETH S,

86
JISSJ Vol.22, No.1



T AT LFEAFE Vol.22, No.1

B35 3R

[1] Agrafiotis, I., Nurse, J.R.C., Goldsmith, M., Creese, S. and Upton, D., "A Taxonomy of Cyber-Harms: Defining
the Impacts of Cyber-Attacks and Understanding How They Propagate," Journal of Cybersecurity, Vol.4, No.1,
2018, tyy006.

[2] Lindsey, C. and Glasser, G., "Measuring, qualifying and quantifying the harms of cyber-attacks," CyberPeace
Institute, 2024.

[3] Romanosky, S., "Examining the costs and causes of cyber incidents," Journal of Cybersecurity, Vol.2, No.2,
2016, pp.121-135.

[4] Ministry of Economy, Trade and Industry, "Cybersecurity Management Guidelines Ver. 3.0," 2023.

[5] National Center of Incident Readiness and Strategy for Cybersecurity, "Overview of Cybersecurity 2024," 2024.

[6] Cains, M.G., Flora, L., Taber, D., King, Z. and Henshel, D.S., "Defining Cyber Security and Cyber Security
Risk within a Multidisciplinary Context using Expert Elicitation," Risk Analysis, Vol.42, No.8, 2022, pp.1643-
1669.

[7] Islam, E., Rudolph, C. and Oliver, G., "Managing cyber harm: a survey of challenges, practices, and
opportunities," Information Security Journal: A Global Perspective, Vol.34, No.5, 2025, pp.424-454.

[8] Stine, K., Quinn, S.D., Witte, G. and Gardner, R., "Integrating Cybersecurity and Enterprise Risk Management
(ERM)," NIST Interagency Report 8286, 2020.

[9] Weick, K.E., "The Collapse of Sensemaking in Organizations: The Mann Gulch Disaster," Administrative
Science Quarterly, Vol.38, No.4, 1993, pp.628-652.

[10]Barrot, J.N. and Sauvagnat, J., "Input Specificity and the Propagation of Idiosyncratic Shocks in Production
Networks," Quarterly Journal of Economics, Vol.131, No.3, 2016, pp.1543-1592.

[I1]ENISA, "Cybersecurity Culture Guidelines: Behavioural Aspects of Cybersecurity," 2019.

[12]Gwebu, K.L., Wang, J. and Wang, L., "The Role of Corporate Reputation and Crisis Response Strategies in
Data Breach Management," Journal of Management Information Systems, Vol.35, No.2, 2018, pp.683-714.
[13]Kuipers, S.L. and Schonheit, M., "Data Breaches and Effective Crisis Communication: A Comparative Analysis

of Corporate Reputational Crises," Corporate Reputation Review, Vol.25, No.3, 2022, pp.176-197.

[14]Litz, B.T., Stein, N., Delaney, E., Lebowitz, L., Nash, W. P,, Silva, C. and Maguen, S., "Moral Injury and Moral
Repair in War Veterans: A Preliminary Model and Intervention Strategy," Clinical Psychology Review, Vol.29,
No.8, 2009, pp.695-706.

[15]Smith, C.P. and Freyd, J.J., "Institutional Betrayal," American Psychologist, Vol.69, No.6, 2014, pp.575-587.

[16]Woods, D. D., "Four Concepts for Resilience and the Implications for the Future of Resilience Engineering,"
Reliability Engineering & System Safety, Vol.141, 2015, pp.5-9.

[17]Caplan, G., Principles of Preventive Psychiatry, Basic Books, New York, 1964.

[18]Fink, S.L., Beak, J. and Taddeo, K., "Organizational Crisis and Change," The Journal of Applied Behavioral
Science, Vol.7, No.1, 1971, pp.15-37.

[19]Cram, W.A., Proudfoot, J.G. and D’Arcy, J., "When Enough is Enough: Investigating the Antecedents and
Consequences of Information Security Fatigue," Information Systems Journal, Vol.31, No.4, 2021, pp.521-549.

[20]Asahi Group Holdings, Ltd., "Notice of System Failure Due to Cyberattack," 2025.

RUT Y T N—=TR—=T 4 7 AFAE, " A N— BRI X D EHRIE AT AR R &4
% DX DOV T," 2025,

[22]17 A7 MRS, "T A7 DY A "=k F 2 U T ¢ ," 2025.

[23]7 A7 MR EHE, " T W LT = T KO EZERAR R L ORI W oS RIZ oW
C,"2025.

[24]Anderson, R., Barton, C., Bohme, R., Clayton, R., van Eeten, M., Levi, M., Moore, T. and Savage, S.,
"Measuring the Cost of Cybercrime," in Bohme, R. (Ed.), The Economics of Information Security and Privacy,
Springer, 2013, pp.265-300.

[25]Hollnagel, E., Safety-I and Safety-II: The Past and Future of Safety Management, Ashgate, 2014.

[26]Dunn Cavelty, M. and Wenger, A. (Eds.), Cyber Security Politics: Socio-Technological Transformations and
Political Fragmentation, Routledge, 2022.

[27]Bouveret, A., "Cyber Risk for the Financial Sector: A Framework for Quantitative Assessment," IMF Working
Paper 18/143, 2018.

[28]Wegner, D.M., "Transactive Memory: A Contemporary Analysis of the Group Mind," in Mullen, B. and
Goethals, G. R. (Eds.), Theories of Group Behavior, Springer, 1987, pp.185-208.

[29]Lewis, K., "Measuring Transactive Memory Systems in the Field: Scale Development and Validation," Journal
of Applied Psychology, Vol.88, No.4, 2003, pp.587-604.

[30]Greenberg, J., "Organizational Justice: Yesterday, Today, and Tomorrow," Journal of Management, Vol.16, No.2,
1990, pp.399-432.

87
JISSJ Vol.22, No.1



s AT L%EEE Vol.22, No.1

[31]Colquitt, J.A., "On the Dimensionality of Organizational Justice: A Construct Validation of a Measure," Journal
of Applied Psychology, Vol.86, No.3, 2001, pp.386-400.

[32]Colquitt, J.A., Conlon, D. E., Wesson, M. J., Porter, C. O. L. H. and Ng, K. Y., "Justice at the Millennium: A
Meta-Analytic Review of 25 Years of Organizational Justice Research," Journal of Applied Psychology, Vol.86,
No.3, 2001, pp.425-445.

[33]IBM Security, "Cost of a Data Breach Report 2025," 2025.

[34]Spence, M., "Job Market Signaling," The Quarterly Journal of Economics, Vol.87, No.3, 1973, pp.355-374.

[35]Bada, M. and Sasse, A. M., "Cyber Security Awareness Campaigns: Why Do They Fail to Change Behaviour?"
International Conference on Cyber Security for Sustainable Society, 2015.

[36]Ponemon Institute, "The 2024 Study on the State of Al in Cybersecurity," 2024.

[37]National Institute of Standards and Technology, "Artificial Intelligence Risk Management Framework (Al RMF
1.0)," NIST AI 100-1, 2023.

EERE

ER &7 (F9H-53)
R r R EFRAEE. TV AR FT « V7 T—REZWEFERT, v—a IV REFRE M
I A= RT Y RRPIZTIHRLEE L - MBA ZE 7. [ERGRERS, OBCD, [EHEiR, ENRKTFI
E¥E - KPR T 25 FLUL RIZh D IHFHLEE, A X—tXx =2V 7 ¢ LAY R 7 EHIZHE
#. CISO B L UEHE CISO /' NV —7HFE#EREZ (T, 2025 FF LV KFa—b—F z—r P —kFal
T 4 BB, (ISC)* CISSP, CCSP, ISACACISA, CRISC, CISM, ICFEB 7z v a )L« a—F, A H )7
7R

88
JISSJ Vol.22, No.1



