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Category 1 Category 2 Category 3 Potential Risk (Example) Nature Indicator Monitoring Approach
Hardware Hard disk failure Static Qualitative Event-driven
Internal Software Critical bug realization Dynamic Guantitative Perindic
Metwork Metwork down Dynamic Guantitative Realtime
System Infrastructure Power failure Dynamic Guantitative Realtime
Hardware Stop running with overcapacity Dynamic Guantitative Realtime
External Software Prograrm version unmatch Static Glualitative Event-driven
Metwork Slow cormrmunication Dynamic Guantitative Realtime
Infrastructure Closed trafiic (no access to office) Dynamic Glualitative Event-driven
Internal Human resource Regional -wide epidemics Dynamic Quantitative Event-driven
Transaction Unexpected irregular transactions Dynamic Quantitative Real-time
Operation Hurnan resource Decrease in skill level Static Quantitative Real-time
External |Transaction Unexpected slow perdformance Dynamic Quantitative Real-time
Contract Wery limited SLA Static Clualitative Event-drivan
Staff skill Lack of necessary skills Static Qualitative Perindic
Internal Staff availability Unexpected high turnover Dynamic CQuantitative Realtime
Compliance Criminal fraud Dynamic Qualitative Realtime
“endor Multi-vendor 1t failure Dynamic Qualitative Event-driven
Management - - - - s
Project Project management failure Dynamic Qualitative Perindic
External |Other banks System integration failure Dynamic Quantitative Reaktime
Matural disasters Earthquake Dynamic Quantitative Reaktime
Human disasters Terro-attack Dynamic Qualitative Reaktime
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ISAC: Information Sharing & Analysis Center




