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Abstract

The users of TCP/IP based public information-and-telecommunication networks such as the Internet are implementing
security countermeasures to their information systems such as terminals and LAN on their own responsibilities. The more
broadband services increase user convenience, the more security countermeasures the users tend to be burdened with. The
above security issues are believed to be due to lack of sufficient monitoring and managing functions on the public networks.
So this paper proposes a traffic control method for network security, which uses private and/or public security policies. The
private security policy deserves the conventional security function implemented at the individual user information system.
The paper proposes to move the conventional security function to the public networks and ease the users’ burden. The public
security policy aims to increase security of packet traffic on the public networks, and is developed on the basis of on
vulnerability assessment of the individual user information systems. According to vulnerability assessment results, broader
bandwidth is allocated to the user of higher security. In order to discuss the proposal practically, the paper especially focuses
NGN as both public networks and access networks to the Internet, and describes some examples of mapping of the private
and public security policies on packet transmission function on NGN. As for the example of applying the private security
policy, it is verified through a computing simulation by NS2 that the proposed method can successfully filter traffic due to
UDP flood attack at NNI. Further it is found that the private security policy maintains bandwidth of the other user who
shares NGN but does not use any private security policy, as well as that of the user applying the private security policy. As for
the example of the public security policy, the paper gives three classes to IP packets in accordance with assessed security
level, and discusses packet transmission with priority. By the similar computing simulation, it is demonstrated that the
combination of two QoS technologies; Diffserv and WRR effectively can make the public security policy into practice
successfully. As a second effectiveness of introducing the public security policy, it is also found that abnormal traffic due to
security attacks like DNS redirection attack can be blocked by applying the policy, because information system of low security
tend to be easily compromised and most security attacks with the abnormal traffic are actually done via the compromised
user information systems.
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